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发言人1   00:41
Essentially, this is a classic Operational technology related attack as they call IT. You have a particular device that is essentially uh Operating on an outdated firm are of sorts. The firm war has not been updated, which means the security is not up to the, and therefore, it's been targeted. There is a tendency to relegate cyber incidents as a technical issue, but the moment IT has an impact on food security or you know access to energy, it's no longer just a technical issue because IT affects common lives. 

发言人1   01:38
Models could increasingly hack things like common refrigerators or even long mores and the likes, which essentially gives us a sense of if we were to go into the future and we were to see that some of these attacks, instead of being orchestrated by humans, are being orchestrated autonomously. The scale that could be reached could be significantly higher. 

发言人1   02:04
Consistently year on year when we publish the global cybersecurity outlook report, and we find that supply chain resilience features as the biggest concern for organizations that rate themselves as cyber ilian. Or you know, I think those that believe that they exceed cybertopians requirements when you start to work with the number of vendors, it's very hard to assess the levels of security of the vendors as a whole. 

发言人1   02:32
The moment there is an incident, our first instinct is to look into the organizations and think about what did they do wrong. But it's also the reality that the average organza needs to succeed a hundred percent of the time, where as an average attacker needs to succeed. But once so, there is a massive assembly. 

发言人1   02:48
As IT pertains to siva security, IT needs to be shared responsibility. It's very hard to diverse the responsibility. Just one particular actor just drive from the point that we need to be doing more to ensure that we are a embedding security by design and are making sure that, you know all are systems remain up to date. 

发言人1   03:14
Critical minerals. When we think about AI, when we think about elections ation, and when we think about what will happen to the world economy in the next five to ten years, IT is absolutely essential. 

发言人1   03:31
We are beginning to pay more attention to the processing of critical minerals, which is absolutely got a good thing, highlighting how much processing is concentrated in in one country and how that introduces a you know supply chain risk for some the old system where we could just worried about the cost in the Price. That era, I think, is definitely over. We need to be a bit more mindful of geopolitical, national security drivers in the supplies. 

发言人1   04:13
In tennessee will be producing thirteen medals, eleven of which I think our classified as critical minerals under the the most current virgin and of the U. S. Geological survey, critical minerals less. People have to come to come to realization that not everybody can have all these facilities in their own. Jessica, everywhere. 

发言人1   05:00
Starting by solving the issue of a lack of dignity opens up a world where people ultimately can solve their own problems, and that's what we should all be going for. 

发言人1   05:24
When you find those entrepreneurs that are enrapt understand that their job is to build markets that have never existed. For people who are too often overlooks low income people, you have to find the right kind of capital to support them. 

发言人1   06:22
By providing patient capital, though IT is backed by philanthropy, we've been able to help build companies that, individually like delight, have brought a electrification to two hundred million people. And so the amount of actual pantheia charity that needed per household is a matter of dollars, not hundreds or thousands. That's the difference. 

发言人1   06:50
I think it's the conversation needs to move to what are the problems that we are trying to solve? Where do markets work? Where do they not work? And what is the right kind of capital to enable entrepreneurs to actually solve those problems. 

发言人1   07:11
At the beginning, I thought, well, obviously, if you offer a low income family that's been dependent on kerosine, which is very dirty, very costly and very dangerous, because at kerosine, lantern could tip over and burn down family houses or and heart children, obviously, they would want to buy IT. But in fact, the status quote exist because IT works. People didn't have enough money to pay, even for a thirty dollar unit, even though they were paying fifteen dollars a month for their cache, but they were paying for Carrying on a daily basis, fifty cents every day. 

发言人1   08:03
Once people paid off, cookstoves being distributed, and we started to learn that electricity isn't just about light, it's about cooking and it's about communication and it's about cooling and it's about transportation. And now there's an entire ecosystem for upgrade electrification. I don't think I fully understood that when we请关注公众号思维纪要社，更多纪要请加V西安20210130 starting。

发言人1   09:00
As you see AI scale in particular, as you see conflict become more nimble, as you see IT become cheaper, as you see cyber having just as powerful a role potentially as connected warfare. We are broadly out dramatically the world of actors who can play a role both in creating the problems or creating the violations, and also in helping to solve them or prevent them. 

发言人1   09:31
We have functional banking all across the world, not just because of the private sector, but because the private sector and governments have been able to work together on what laws would be around counting money, longing and on transactions and on disclosure. We have the same thing with aviation. We have the same thing with vaccines. 

发言人1   09:50
I don't think we should lose sight of all that we already know how to do just because we throw the letters AI in front of IT or cyber in front of IT. We're talking about new speed. We're talking about new scale. 

发言人1   10:04
We're not necessarily talking about new problems. Emerging technology is held in some areas within the public sector and interesting in profound ways, but overwhelmingly, it's living inside of the private sector and being developed inside of the private sector. But the traditional world of actors that we bring to the table around global security is based really in nation states at an international law that govern how nation states Operate with each other. 

发言人1   10:39
What we don't have at the moment is a strong international order that allows for the incorporation of those voices. Are those roles in a way that is commencer IT to the current landscape, even helping to clarify what that looks like, what the stakes are? The role that these private companies can play, I think, is a meaningful step towards building a Better set of solutions long term. 
