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发言人1   00:00
Welcome the thoughts on the market. I meet a martial margin family as U. S. Cyber security and tell a common that works equipment today. 

发言人1   00:08
AI assistance are starting to act on number half at work, which brings up a critical question, what should these agency allow to do and how should those permissions be granted? Tuesday, september first, at ten am in new york, more and more AI is helping us get through the workday. We ask that the summaries, documents, analyzed data and take notes in million. 

发言人1   00:32
Increasingly though, these tools are moving beyond just answering questions to acting on our behalf. Suddenly, the security chAllenge is for managing a tool to governing a whole new digital workforce. In coming years, this problem should get bigger, as we estimate seen seventy nine AI agents and one hundred nine machine identities for every human employ. 

发言人1   00:54
Now, traditional identity security at work was built to answer two basic questions, who are you and what can you access? Think of IT is your opposite and identifies you and determine what doors you can open. AI agent, however, make that question much harder to answer. 

发言人1   01:10
They can Operate autonomous ly, move across the application to database, collaborate with other agents, they take actions without direction and involvement. So companies need to know not only what an agent can act, but why IT needs access for how long and what is actually did that. The core foundation of agenticity dentist solution, the risk environment from this problem is already a substantial about eighty percent of breaches in the work environment today involves so inner missies credentials. 

发言人1   01:41
Nine out of ten organizations experience and identity related breach in the past year, and eighty three percent experienced at least two now add potentially hundreds of machine and AI identities for every human eat, Operating continuously and at machines speed. And the problem is much larger. One solution to managing AI agents is zero standing privilege. 

发言人1   02:04
Instead of giving an agent permanent access, you give IT permission for a specific task and revoke that permission when the job has done. Here is the issue though. Today, only thirty nine percent a privilege access has managed through this just in time, or zero standing privilege architecture. 

发言人1   02:21
And the reality is that humans can approve every request. More of those decisions will need to happen automatically in real time for what's known as on time governance. We estimate as a result that agented identity alone could become a roughly thirty three billion dollar a global opportunity in our base case, which brings the overall identity market opportunity to more than sixty billion dollars in coming years. 

发言人1   02:46
This need for identity identity coming from AI could also push historically fragmented industry towards a more unified platform. In one industry survey, eighty five percent of organization said fragmented identity systems delay their human response to identity threat, with respondent citing an average of twelve hours needed to respond for incident. We think that favor RS platforms that can manage human and machine identities together and make security decisions dynamically overall, making a more secure environment. 

发言人1   03:18
This transition won't happen overnight. Identity identity products are still early, and we don't expect an immediate financial impact. But as enterprises move from experimenting with AI agents to deploy them more broadly, spending to secure those agents could become a more meaningful grow tail one than twenty twenty seven. 

发言人1   03:36
The longer term growth opportunity comes down to a simple dynamic, more agents with more autonomy or require more control, and can make a the security of a. 请关注公众号思维纪要社，更多纪要请加V西安20210130。Across the enterprise. 

发言人1   03:56
Thanks for listening. If you enjoy the show, please leave us a review wherever you listen and share thought from the market with a french colleague today. The proceeding content is informational only and based on information available when created. IT is not an offer or solicitation, nor is the attacked or legal advice. IT does not consider your financial circumstances and objectives and may not be suitable for you. 
