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全文摘要
网络犯罪对全球经济构成巨大威胁，每年造成的损失超过十万亿美金，约每日270亿美元。这些犯罪不仅为犯罪团伙提供资金，还被用于非法活动，包括武器购买和人口贩卖。随着人工智能的应用，网络犯罪活动更加猖獗，攻击者能更有效地冒充他人、实施诈骗并探测网络漏洞。因此，信托在财富管理关系中变得尤为重要，金融机构必须确保客户资产安全，防止未经授权的访问，保护敏感个人信息和数据，以及增强基础设施韧性，以应对网络攻击、政治动荡或自然灾害。为应对这些挑战，某金融机构采取了综合防御策略，包括内部团队进行攻击测试以发现弱点并加强防御，部署全球应急响应团队以实现即时反应，利用威胁情报和先进分析技术持续改进威胁检测和响应能力，同时加强网络边界保护、系统测试、员工培训、数据加密和身份验证措施，以保护客户财富并促进持续改进。

章节速览
00:00 摩根士丹利的网络安全防御策略
摩根士丹利面对全球网络犯罪的严峻挑战，采取了多层防御体系，包括防火墙保护、系统持续监测、员工培训、加密协议、异常活动检测和强化身份验证，以保护客户资产和数据安全。公司采用防御深度策略，结合威胁情报，确保在任何情况下都能迅速响应，保障服务连续性。

发言总结
发言人1
他强调，全球因网络犯罪造成的年经济损失超过10万亿美元，平均每日270亿美元。犯罪团伙将盗取资金用于非法活动，人工智能的应用加剧了网络犯罪规模，提高了攻击者的冒充、诈骗和漏洞探测效率。信任在财富管理中关键，客户依赖银行保护财产免受未授权访问。网络安全须保护敏感个人资料与数据，确保基础设施在危机中运作。摩根士丹利通过建立内部测试团队进行模拟攻击，识别弱点并加强防御。采用纵深防御策略，结合威胁情报与全球应急响应团队，实时应对威胁。具体措施包括防火墙保护、持续监测、系统测试、员工培训、加密协议、先进分析和身份验证，旨在持续提升防御能力，保障客户财富安全。

要点回顾
How are criminal syndicates believed to fund their activities?
发言人1：Criminal syndicates often fund their stolen funds into illicit activities like purchasing weapons and human trafficking.

What is the impact of AI on cybercrime?
发言人1：With AI, cybercrime is scaling, allowing for more efficient deployment of scams, impersonation, and network vulnerability probing.

Why is trust important in wealth management relationships?
发言人1：Trust is sacred in wealth management relationships because clients trust the wealth management firm with their hard-earned and valuable assets.

What is the purpose of cyber security for a wealth management firm?
发言人1：Cyber security for a wealth management firm is about protecting financial assets, preventing unauthorized access to accounts, safeguarding sensitive personal information and data shared with the firm, and ensuring the resilience of their infrastructure during incidents such as cyber attacks, political upheavals, or natural disasters.

What measures are taken to protect client information and ensure infrastructure resilience?
发言人1：The firm has an in-house team trained in NSA methods that conduct tests on systems as if they were real attackers to find and strengthen defenses. They take a defense in depth approach integrating threat intelligence for improved detection and response to threats. They also have cyber incident response teams around the globe for continuous coverage and real-time reactions.

What is Morgan Stanley's defense in depth approach?
发言人1：Morgan Stanley's defense in depth approach is a strategy that involves multiple layers of protection, so if one layer is challenged, others are designed to hold. They integrate threat intelligence and have cyber incident response teams globally.

How do they monitor and protect against potential vulnerabilities?
发言人1：Morgan Stanley continuously monitors their perimeter for attempted intrusions or unauthorized connections, tests their systems to identify potential vulnerabilities, trains staff on identifying suspicious behavior, utilizes strong encryption protocols to protect data in transit, and employs advanced analytics to spot anomalous activity and enhance identity authentication.

How are anomalous activities detected and identities confirmed?
发言人1：Advanced analytics are utilized to help spot anomalous activity, and enhanced authentication options are offered to confirm a user's identity.

What is the annual cost of cybercrime to the global economy?
发言人1：Cybercrime costs the global economy more than ten trillion dollars a year.

What measures are in place to protect against data being intercepted or read?
发言人1：Morgan Stanley uses strong encryption protocols to ensure that data is not intercepted or read in transit.

