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Cybersecurity in Banks is currently one of the biggest undiscounted risks not 
reflected in Bank valuations in our view, partly due to the limited disclosure 
available which leads to a lack of comparability between banks on their 
preparedness or lack thereof to deal with emerging cybersecurity risk (pre-event 
and post-event processes), driven by advanced AI capabilities such as Frontier 
Models. While there is significant regulatory focus on capital ratios, we believe 
looking at cybersecurity risk through the lens of the capital framework is not the 
best approach. In our view, there should be an increased focus on cybersecurity 
driven liquidity risk and this should be tested through increased infrastructure 
resilience testing and through a deposit-run liquidity haircut test as we believe 
liquidity, not credit risk, could be the main trigger in a scenario of a potential 
banking crisis with social media likely to trigger unprecedented volatility in 
deposit flows as we witnessed at Credit Suisse.  In this changing environment, we 
are likely to see differentiation between players, based on: i.) Geopolitics - US 
players are likely at an advantage, having early access to the most sophisticated AI 
models, with the US being the epicenter of AI developments (e.g. Project 
Glasswing), followed by potentially China which also seems to be ahead of peers, 
while Rest of the World is likely at a disadvantage; ii.) Size and 
interconnectedness as G-SIB banks are likely to have early access to test out the 
latest developments compared to smaller banks. We also start to question whether, 
rather than focusing purely on earnings, we should look to assign a 1x higher 
multiple (i.e. lower implied CoE) for ‘sticky’ client deposit banks with material 
excess deposits, based on our view of their ability to manage through the next crisis 
scenario. We believe a degree of premium for US GSIBs (currently at avg. 12.5x 
P/E 2028E, BBG consensus) compared to their global counterparts (European 
Banks at 9x P/E 2028E and Japanese megabanks at 12x P/E 2028E) could be 
justified due to lower CoE as the market factors-in better cyber risk preparedness 
through higher absolute scalable tech spending and early access to latest frontier 
models.

Frontier models such as Mythos and GPT-5.5 significantly reduce the timeline for 
discovering previously unknown “Zero-day” vulnerabilities from months and 
years to hours. While these models highlight the exposure of all global banks to 
cyber risks, on a bottom-up basis the banks more exposed in our view would be 
those with old and multiple legacy infrastructure patched together and with 
ongoing underinvestments : i.) banks with legacy core banking systems which 
run on code that was written a few decades ago but do not show the necessary agility 
to fix identified vulnerabilities due to lack of resources or lack of infrsatructure 
protocols; ii.) banks where core banking systems are vendor provided and the 
vendor does not show the necessary agility to release patches for identified 
vulnerabilities; iii.) banks with mutiple legacy platforms, for example due to 
historical M&A, thus providing a bigger pool of potentially vulnerable points and 
iv.) banks which are not getting access to the latest developments in the field, 
leaving them potentially exposed to a “known threat” for a longer period of time 
than peers who have such access. As an external observer, it is difficult for us to 
differentiate between banks on this basis as: i) we do not have enough information 
around the IT main, back office infrastructure, middle office and external vendor 
reliance of individual banks and hence we look at IT spend as a barometer of banks 
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which at least have the resources to stay ahead of the curve and also fix these vulnerabilities 
as they arise.  Based on  Table 1IT expenditure across a selection of Global Banks - US IT spend is the highest but Global Banks are catching up, Tech costs averaged c.17% of Global Banks operating 
expenses in 2025 and while the definition of tech spend varies between players, making like-
for-like comparison difficult, it provides a starting point for engaging in discussions with 
bank managements.  As technology is scalable, we also focus on absolute spend, with US 
large cap banks well positioned with higher absolute spend on Tech compared to their global 
peers, while European banks generally operate with lower absolute tech budgets and face a 
delay in access to some of the latest developments, as evident, for example, in their absence 
from the April announcement on Project Glasswing by Anthropic. 

Overall, we believe tech spend as well as cybersecurity specifically should be a bigger topic 
of discussion for Bank investors and managements, with a focus on developing a bottom-up 
understanding of the infrastructure that banks have. JPMC Chairman and CEO Jamie Dimon 
in his 2025 annual shareholder letter highlighted Cyber risk as one of the larger risks still in 
front of us that are multi-year and unresolved, “Cyber risk. I have to mention this because it 
remains one of our biggest risks, and this is probably true for many other major industries 
and corporations. AI will almost surely make this risk worse. We invest significantly to protect 
ourselves and stay vigilant.” Our current cost growth forecast of an average 1.8% p.a. over 
2025-28E for European Banks could see upward pressure from increased need for tech 
investments; however, we would also expect cost savings from increased AI usage over time, 
thereby neutralising the impact to some extent. We also see the need for an increased pace 
of legislation to deal with cybersecurity issues as financial crime becomes increasingly 
sophisticated - not through bank regulatory capital or liquidity requirements, but back-testing 
of infrastructure and processes in the case of a cyber attack event. 

We have previously discussed the impact of increased usage of digital money and the 
development of DeFi market as being the next frontier for Global Banks (see Global Banks: 
The Next Frontier: Future of Global Banking to be defined by Digital Money) and 
developments in the cybersecurity space are expected to impact the DeFi market as well. The 
increased use of Agentic AI in financial services is also bringing in new risks and further 
expanding the attack surface. While the possibility of using cold wallets offers a limited 
degree of protection, in an era of rapid developments in Quantum Computing, DeFi markets 
remain vulnerable to cyber attacks as well. However, the Ethereum Foundation indicates that, 
while quantum computers will eventually threaten the cryptography Ethereum uses today, it 
has a dedicated post-quantum research team, and a structured “Lean Ethereum” roadmap 
targeting 2029 for full post-quantum protection. Standards such as EIP-8141 for account 
signatures, quantum-resistant application layer Zero Knowledge proofs and lean consensus 
roadmap are part of the developments in some of the areas which Ethereum Foundation sees 
as vulnerable to quantum attack. 

Ironically, while digital-first authentication is the trend, as cyberattacks become more 
sophisticated, especially those enabled by AI plus device compromise, there is a possibility 
that banks may re-emphasize physical possession factors (hard tokens/security keys) 
because they are generally more resistant to remote theft, phishing, and some forms of 
spoofing. However, if such a scenario does develop, banks would need to do a balancing 
act between convenience for customers, which is disrupted by the need to carry physical 
devices vs. the safety offered by such a move. We could potentially also see scenarios where 
circuit breakers are increasingly deployed, for example, to limit the chain reaction damage 
from a cybersecurity incident. We have seen banks in Singapore, for example, deploy 
cooling-off periods for selected digital bank transactions with the objective of providing a 
window to the impacted user to detect and report any suspicious activity relating to their 
account, such as adding a new transfer recipient. We also see the pace of roll-out of Agentic 
AI for external use by banks being slowed down as the growing attack surface provided by 
the agentic ecosystem with third-party linkages could lead to caution with frontier models 
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highlighting vulnerabilities.

Anthropic’s Claude Mythos Preview (Mythos, released in April 2026) under controlled 
evaluation by various authorised agencies (such as AI Security Institute in the UK) has been 
reported to demonstrate significantly more advanced AI cyber capabilities than any other 
models. These evaluations have demonstrated that Mythos could autonomously discover and 
exploit vulnerabilities on exposed networks, executing multi-stage attacks, work that would 
typically take human professionals days to complete. Mythos is just one example of future 
AI capabilities, with other models such as GPT-5.5 also demonstrating similar levels of 
performance (see Figure 1Step up in cyber performance over previous frontier models with Mythos and GPT-5.5) on cyber evaluations by agencies, and we would expect more 
sophisticated models to be developed over time, meaning banks and regulators would need 
to be dynamic in their approach to dealing with the evolving cybersecurity landscape. While 
projects like Glasswing also demonstrate the power of collaboration between firms and 
authorities to use these models to strengthen cyber defences, with restrictions on general 
availability of these models, we believe the speed at which vulnerabilities are discovered is 
increasing and the reaction time between the identification of vulnerabilities and their 
patching is getting compressed, which should continue to pose a challenge. 

With an increase in cybersecurity related incidents, we believe cyber insurance will 
become increasingly relevant for banks to avoid situations like Jaguar Land Rover (JLR) 
which, based on press reports (Source: FT) had to shoulder the full bill from a damaging cyber 
attack in 2025 due to a lack of cyber insurance. Munich Re estimates that the global cyber 
insurance market premium totaled nearly US$15bn in 2025 and Munich Re experts 
anticipate the global premium volume to expand to around US$28bn by 2030, 
representing an average annual global growth rate of 15% between 2020 and 2030. We 
note that the Financial Services industry is amongst the biggest payers of cyber premiums 
globally and in an era of increased cybersecurity risk, we would expect regulators to be 
increasingly focused on cyber insurance protection availed by banks. In our view, regulators 
should also look to incorporate cyber risk insurance into the operational capital profile for 
banks to incentivise the purchase of appropriate protection through cyber insurance.

In our view, the advancement of AI-led cyber threats means it would be difficult to make 
a system 100% safe with vulnerabilities in codes more easily exploitable. However, cyber 
threats are “institutionalized” with measures such as ROI being used by cyberattackers to 
measure the potential return against the investment needed to execute a cyberattack, banks 
which make this ROI hurdle rate higher by making the necessary upfront investments would 
be better placed than peers. At the same time, the AI-led developments potentially lower the 
cost to carry out a sophisticated cyber attack for bad actors, and hence it would be interesting 
to see where the 2 curves of AI-led enhancements through patching of vulnerabilities 
and the ease of carrying out AI-led attacks intersect in the future.
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Step up in cyber performance in frontier models increases 
cybersecurity risks for Banks...
Frontier models are the most advanced AI models available at a given moment, trained 
on massive datasets to deliver state-of-the-art performance across many tasks, 
representing the leading edge of AI capability. They typically power 
advanced reasoning, image and text generation, and agentic workflows. (source: Nvidia) 
Both Mythos Preview and GPT-5.5 are examples of Frontier Models.

Anthropic’s Claude Mythos Preview, disclosed in April 2026 is such a Frontier Model 
which according to the the company revealed the fact that “AI models have reached a 
level of coding capability where they can surpass all but the most skilled humans at 
finding and exploiting software vulnerabilities.”  Anthropic also announced Project 
Glasswing, which it said was a new initiative that brings together Amazon Web 
Services, Anthropic, Apple, Broadcom, Cisco, CrowdStrike, Google, JPMorganChase, 
the Linux Foundation, Microsoft, NVIDIA, and Palo Alto Networks in an effort to 
secure the world’s most critical software.

How is Mythos more advanced than tools previously available? In simple terms, 1. 
Speed of discovering and subsequently exploiting vulnerabilities is much faster for 
Mythos than previous tools; 2. Minor vulnerabilities can be exploited by combining into 
serious attacks. Again, the speed of attack by Mythos is much faster than previous tools; 
and 3. Mythos can reverse engineer exploits on closed-source software, and turn known 
but not yet widely patched vulnerabilities into exploits. 

The AI Security Institute (AISI) in the UK conducted evaluations of Anthropic’s Claude 
Mythos Preview (announced on 7th April) to assess its cybersecurity capabilities and 
confirmed a significant increase in capability, with the system able to autonomously find 
and exploit vulnerabilities, execute multi-stage attack chains end to end, and achieved a 
73% success rate on expert-level hacking tasks which no model could complete before 
April 2025. The results from an early checkpoint of GPT-5.5 conducted by the Institute 
indicate that the GPT-5.5 model also reaches a similar level of performance on AISI’s 
cyber evaluations, which suggests that this step up in cyber performance is a broader 
trend rather than being limited to one model alone.

The step up in cyber performance, while done in a controlled setup without taking into 
account potential defense mechanisms/security protocols in a real world environment, 
highlights the need for financial institutions to improve their cybersecurity defense 
setup.

The threat is becoming increasingly real, with Google in May 2026 indicating that for 
the first time, GTIG (Google Threat Intelligence Group) had identified a threat actor 
using a zero-day exploit that it believes was developed with AI. The criminal threat 
actor planned to use it in a mass exploitation event, but proactive counter discovery may 
have prevented its use.

In February 2026, AISI internally estimated that the length of cyber tasks AI models 
could complete had doubled every 4.7 months since late 2024 – already an 
acceleration from their November 2025 estimate of 8 months. Since then, AISI 
reported on two new models, Claude Mythos Preview and GPT-5.5, which 
substantially exceeded both doubling rate trends. AISI in May said that it is unclear 
whether this represents a new, faster trend.
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Figure 1: Step up in cyber performance over previous frontier models with Mythos and GPT-5.5
Average success rate on advanced cyber tasks at a 50M token budget. 27 Practitioner tasks, 21 Expert tasks

In CTF (capture-the-flag) challenges, AI models must identify and exploit weaknesses in target systems to retrieve hidden “flags”. 
Source: The AI Security Institute, UK (see here)

Anthropic has also noted that the number of vulnerabilities it has disclosed is a subset of 
the total number of vulnerabilities that Mythos Preview has found, since the process of 
independent human triage and review is the rate limiting step.

Figure 2: Anthropic dashboard of open-source vulnerabilities, showing vulnerabilities of all 
severities (rather than only those estimated high- or critical-severity by Mythos Preview).

Source: Anthropic
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...with different layers of banking infrastructure impacted by 
the threat of AI-led cyber attacks
Legacy core banking systems are the most vulnerable to this emerging threat from AI-
led cyber attacks, as a portion of Banking platforms of Global banks still run on code 
which was written decades ago in languages such as COBOL and the current generation 
of coders may not be as familiar with the logic and comprehension of these codes 
written by their original coders. Frontier models such as Mythos are able to comprehend 
these code lines, enabling them to highlight potential vulnerabilities which until now 
were likely not detectable due to a lack of full comprehension.

Open Source Vulnerabilities can be particularly critical for banks’ customer-facing 
platforms, and the widespread usage across banks of such open source libraries means a 
vulnerability could have material consequences if exploited by bad actors. Anthropic 
noted that One example of an open-source vulnerability that Mythos Preview detected 
was in wolfSSL, an open-source cryptography library that’s known for its security and is 
used by billions of devices worldwide. Mythos Preview constructed an exploit that 
would let an attacker forge certificates that would (for instance) allow them to host a 
fake website for a bank or email provider. The website would look perfectly legitimate to 
an end user, despite being controlled by the attacker. wolfSSL indicates that over 5 
billion applications and devices are secured with wolfSSL products, which in our view 
highlights the scope for potential disruption from exploitation of a vulnerability. In a 
May 2026 release, Anthropic indicated that it had used Mythos Preview to scan more 
than 1,000 open-source projects, which collectively underpin much of the internet, and 
that Mythos Preview had found what it estimates are 6,202 high- or critical-severity 
vulnerabilities in these projects (out of 23,019 in total, including those it estimates as 
medium- or low-severity).

Vendor firmware from third-parties is often used by banks and a delay or too long a 
patch cycle in firmware which cannot be remotely patched would expose the banks to 
cybersecurity risks. The G7 group of countries note that AI software supply chain 
security is becoming increasingly important, with several international initiatives 
underway. As one component of this effort, the Group published actionable guidelines 
for public and private sector stakeholders on what is reasonable to expect in a Software 
Bill of Materials (SBOM) for AI, to improve transparency and cybersecurity along the 
AI supply chain. It consists of a structured record, or inventory, of details and supply 
chain relationships for the various components used in building an AI system.

Concentrated dependency on cloud providers is another potential vulnerability, with 
the FCA noting that if multiple financial institutions all rely on one AI platform (a 
concentration risk) and that platform has a vulnerability, an AI-augmented attack could 
simultaneously hit many targets, potentially threatening financial stability. Without new 
approaches, traditional cyber defences and investigatory methods could be outpaced by 
self-evolving AI threats.
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US large cap banks better positioned, with US being the center 
of latest AI developments followed by China
 We see shifting geopolitics playing a role in AI dominance as the U.S. takes the lead, 
being the center of major AI developments/breakthroughs, followed by China which 
also seems to have advanced its own models and strategy around AI. Europe seems to 
be at a disadvantage currently, as also reflected in the recent ban on some Anthropic 
models by the US government, which, citing national security authorities, has issued an 
export control directive to suspend all access to Fable 5 and Mythos 5 by any foreign 
national, whether inside or outside the United States, including foreign national 
Anthropic employees. Anthropic indicated that the net effect of this order is that it must 
disable Fable 5 and Mythos 5 for all customers to ensure compliance. Access to all other 
Anthropic models will not be affected. (source: Anthropic) Subsequently, we note press 
reports (source: Bloomberg) indicating that Anthropic in a statement on 27th June noted 
some lifting of restrictions: “We received notice from the US government that Mythos 5, 
our strongest cybersecurity model, can be redeployed to a small group of cyber 
defenders and infrastructure providers,” Anthropic said in a statement. “We are working 
to provision the approved set of providers and restore their access to Mythos 5 as 
quickly as possible. We are pleased to see this progress and continue to work with the 
government to expand access to Mythos 5 and make Fable 5 available for general use 
again.”

In the U.S., we would also note increased focus around Quantum Innovation, as 
reflected in the recent Executive Order (from June 22) on U.S. innovation in quantum 
technologies and strengthening national security in this area.  We note that the order 
directs the relevant agencies and authorities to identify the national security implications 
of the increasing scale and performance of commercial quantum computers, such as the 
implications for the migration to post-quantum cryptography. In Europe, the 
European Commission in July 2025 adopted a Quantum Strategy to position Europe as 
a global leader in quantum by 2030. At the time, it acknowledged that despite its 
remarkable progress in quantum technology, the EU was lagging behind in translating 
its innovation capabilities and future potential into real market opportunities, while also 
struggling with fragmentation of strategies and roadmaps across Member States. In the 
UK, the National Quantum Strategy was published in March 2023, setting out a 10-
year vision to be a leading quantum-enabled economy by 2033 and a plan for quantum 
technologies in the UK. 

Overall, a scenario of early access to the latest models and developments in Quantum 
computing puts US banks at a likely advantage compared to their global peers when it 
comes to cybersecurity. In addition, U.S. banks with higher tech spending are also better 
positioned to invest and keep up with the latest developments in AI/cybersecurity in our 
view. 

We note recent developments in Japan where the country's three megabanks are said to 
have gained access to Google LLC's new artificial intelligence (AI) model with high 
capability to detect vulnerabilities in computer systems according to press reports citing 
Japanese Finance Minister Satsuki Katayama (source: Kyodo News). In our view, this 
reflects the increased importance being placed by governments around the world on the 
threat from more sophisticated actors in financial cyber crime.
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Table 1: IT expenditure across a selection of Global Banks - US IT spend is the highest but Global 
Banks are catching up
Regional averages represent the average of the selected banks shown.
Company 2025 Operating costs  ($bn) o.w. IT expenditure* ($bn) IT expenditure as % of costs

Amazon 636.9 108.5 17%

Alphabet 273.8 61.1 22%

JPM 95.6 18.0 19%

Bank of America 69.7 13.0 19%

Citi 52.9 12.2 23%

Morgan Stanley 48.3 7.1 15%

Goldman Sachs 37.5 6.0 16%

Bank of New York 12.9 4.0 31%

US Banks average 10.0 20%

Itau Unibanco 7.6 1.1 14%

Banco Bradesco 9.2 0.9 9%

Santander Brasil 4.7 0.7 14%

Banco do Brasil 7.0 0.4 6%

LatAm Banks average 0.7 11%

HSBC 33.5 7.4 22%

BNP Paribas 36.0 7.2 20%

Societe Generale 19.4 4.9 25%

UBS 36.5 4.8 13%

Barclays 22.9 4.6 20%

Deutsche Bank 23.4 4.0 17%

Lloyds 12.9 2.9 22%

ING 13.9 2.8 20%

CASA 17.4 2.6 15%

BBVA 16.2 2.3 14%

UniCredit 12.4 2.3 18%

Natwest Group 10.7 2.0 18%

CaixaBank 6.9 1.9 28%

Commerzbank 7.8 1.8 23%

Nordea 6.0 1.2 20%

ABN AMRO 6.2 1.2 19%

DNB 3.3 0.6 19%

Sabadell 2.9 0.3 10%

BAWAG 0.9 0.2 26%

European Banks average 2.9 19%

Industrial & Commercial Bank of China 34.4 4.0 12%

China Construction Bank 31.6 3.7 12%

Agricultural Bank of China 38.3 3.6 9%

Bank of China 35.7 3.5 10%

Mitsubishi UFJ Group 21.0 2.0 10%

Sumimoto Mitsui Financial Group 16.0 1.7 11%

DBS 7.1 1.3 19%

United Overseas Bank 4.7 0.9 18%

Asian Banks average 2.6 12%

Standard Bank 6.1 0.8 13%

First Abu Dhabi Bank 2.2 0.5 22%

Qatar National Bank 2.9 0.3 12%

MENA & Africa Banks average 0.5 15%

Westpac Banking Corp 7.5 2.0 27%

Commonwealth Bank of Australia 8.3 1.5 19%

ANZ Group 7.6 1.4 19%

National Australia Bank 6.4 1.4 21%

Macquarie Group 8.2 0.8 10%

Australian Banks average 1.4 19%

Source: J.P. Morgan estimates, Company data. Notes: The definition of IT expenses may not be comparable across companies. For 
Google/Alphabet AR25 - R&D costs and Amazon AR25 - Technology and Infrastructure expenses. For CASA, IT costs JPMe based on 
1H24 share of IT investments. For JPM, IT expenditure based on growth disclosed in Company Update Feb’26. For BNP, we assume IT 
costs are 20% of total costs. For UBS and MS, Technology costs estimated at ~10% of Revenues. For DBK and ABN, IT costs from 
respective AR25. JPMe for GS, CBK, BAWAG, ING, SG, UCG. For BNY, tech investments disclosed in company call. For SAB, IT + 
Communications costs in AR25. For BAWAG, operating expenses according to consolidated P&L in AR25. HSBC: Based on 2023 
disclosures. BARC: Based on 2023 disclosures of UK Tech/operations costs. LLOY: JPMe based on £3bn over 3Y, mostly in tech/data, 
50% of Other expenses (proportion in line with history). NatWest: JPMe based on £3.5bn investment over 2023-25, 80% goes into tech/
data + 20% of admin costs. Australian Banks’ reporting periods might not coincide with others. Japanese banks and Citi are based on 
2024 data.
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Table 2: Excerpt of Comments by a sample of Global Banks on Mythos

Source: Bloomberg Finance L.P.
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Regulators have stepped up efforts to address the increased 
threat level
Regulators and governments across the globe have stepped up efforts to address the 
increased cybersecurity risks posed by Frontier Models. The ECB's Digital 
Operational Resilience Act (DORA) came into force in 2025 and ensures that banks, 
insurance companies, investment firms and other financial entities can withstand, 
respond to, and recover from ICT (Information and Communication Technology) 
disruptions, such as cyberattacks or system failures. DORA brings harmonisation to 
rules relating to operational resilience for the financial sector, applicable to 20 different 
types of financial entities and ICT third-party service providers.

DORA also aims to enhance the oversight of critical third-party providers, such as cloud 
service providers. In addition, DORA gave supervisors the task of testing (Threat-led 
penetration testing (TLPT)) whether a financial institution can detect, respond to, and 
recover from sophisticated attacks that mirror real-world threats, thereby providing a 
more systemic and enforceable framework for resilience. (Source: speech by Frank 
Elderson, Member of the Executive Board of the ECB and Vice-Chair of the 
Supervisory Board of the ECB, June 2026)

In 2024, the ECB conducted a cyber resilience stress test on 109 banks, 28 of which 
underwent a more thorough assessment of their ability to respond to, and recover from, 
a severe but plausible cybersecurity incident. The exercise was predominantly 
qualitative. Insights gained during the exercise were to be used for the wider 2024 
Supervisory Review and Evaluation Process (SREP). At the conclusion of the exercise, 
the banks received a bank-specific report with recommendations for their improvement, 
which was to be followed up by the Joint Supervisory Teams as part of their regular 
supervisory activities. As this was not a stress test exercise focused on banks’ capital, its 
results did not have an impact on banks’ Pillar 2 Guidance.

Frank Elderson, Vice-Chair of the Supervisory Board of the ECB and Member of the 
Executive Board of the ECB, in a May interview, while acknowledging the lack of 
access to Mythos for European Banks stressed that Banks need to redouble their efforts 
to identify vulnerabilities, even minor ones, using existing AI tools. And their approach 
to patching needs to be changed. Vulnerabilities once thought minor – and therefore 
typically only patched in longer cycles – need to be treated as urgent and must be fixed 
right away.

In the US, an executive order was signed in June 2026 by the President, including the 
formation of an AI cybersecurity clearinghouse, in voluntary collaboration with the AI 
industry and operators of critical infrastructure, that coordinates and deconflicts 
scanning for software vulnerabilities, discovers and validates such vulnerabilities, and 
coordinates and prioritizes remediation and distribution of vulnerability patches. The 
order also addresses the topic of secure frontier model deployment with a call to AI 
developers to provide access to “covered frontier models” to the Federal 
Government for a period of up to 30 days before they plan to release such models 
to other trusted partners.

In the UK, BoE has indicated that in addition to global co-operation, it continues to 
work closely with the AI Security Institute to better understand potential financial 
stability risks involving frontier AI agents, as well as with the Digital Regulation 
Cooperation Forum (DRCF). 
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Cybersecurity is an ever-growing threat with geopolitical 
reasons commanding a high share of attacks
In the current complex geopolitical landscape, the threat of cyberattacks from states and 
state-sponsored actors creates further need for Banks and other institutions to raise their 
guard as the attacks are likely to get more sophisticated.

ECB as part of its May 2025 Financial Stability Review (see here), noted that 
cyberattacks are playing an increasingly important role in the perpetration of hybrid 
conflicts. ECB noted that while the precise number of cyberattacks – both successful 
and unsuccessful – remains unknown, publicly disclosed data indicate that the volume 
of such attacks has increased substantially over the past decade, with a significant 
number of state-sponsored attacks seen in some years. Moreover, a number of countries 
conduct cyber activity not just via dedicated military or intelligence units but also via 
groups of cyber criminals acting on their behalf. 

Figure 3: Geopolitical tensions are increasingly accompanied by state-sponsored cyberattacks

Notes: Panel a: the chart shows annual averages for the monthly geopolitical threats and acts indices. For 2025 the average covers January to April. Panel b and c: “State/state-affiliated actor” refers to 
attacks conducted by nation-state actors or non-state actors for whom a state affiliation is suggested. They are the same attacks as those labelled “state-sponsored cyberattacks” in panel c. Panel b shows 
the annual numbers of cyberattacks up until 2024, while panel c only shows the subset of state-sponsored cyberattacks, but for the full sample period of the EuRepoC database between January 2000 and 
25 February 2025.
Source: ECB Financial Stability Review, May 2025
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 Sustainalytics: Certain information, data, analyses and opinions contained herein are reproduced by permission of Sustainalytics and: (1) 
includes the proprietary information of Sustainalytics; (2) may not be copied or redistributed except as specifically authorized; (3) do not 
constitute investment advice nor an endorsement of any product or project; (4) are provided solely for informational purposes; and (5) are not 
warranted to be complete, accurate or timely. Sustainalytics is not responsible for any trading decisions, damages or other losses related to it or 
its use. The use of the data is subject to conditions available at https://www.sustainalytics.com/legal-disclaimers . ©2026 Sustainalytics. All 
Rights Reserved. 

"Other Disclosures" last revised May 16, 2026. 

Copyright 2026 JPMorgan Chase & Co. All rights reserved. This material or any portion hereof may not be reprinted, sold or 
redistributed without the written consent of J.P. Morgan. It is strictly prohibited to use or share without prior written consent from J.P. 
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Morgan any research material received from J.P. Morgan or an authorized third-party (“J.P. Morgan Data”) in any third-party 
artificial intelligence (“AI”) systems or models when such J.P. Morgan Data is accessible by a third-party. #$J&098$#*P
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